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https://www.usenix.org/system/files/conference/usenixsecurity15/sec15-paper-zheng-updated.pdf

Cookies Lack Integrity: Real-World Implications

Xiaofeng Zheng'??, Jian Jiang’, Jinjin Liang'2-, Haixin Duan'~#, Shuo Chen®, Tao Wan®, and
Nicholas Weaver*’

!Institute for Network Science and Cyberspace, Tsinghua University
2Department of Computer Science and Technology, Tsinghua University
*Tsinghua National Laboratory for Information Science and Technology

“International Computer Science Institute
*Microsoft Research Redmond
®Huawei Canada
"UC Berkeley

Abstract

A cookie can contain a “secure” flag, indicating that it
should be only sent over an HTTPS connection. Yet there
is no corresponding flag to indicate how a cookie was
set: attackers who act as a man-in-the-midddle even tem-
porarily on an HTTP session can inject cookies which
will be attached to subsequent HTTPS connections. Sim-
ilar attacks can also be launched by a web attacker from a
related domain. Although an acknowledged threat, it has
not yet been studied thoroughly. This paper aims to fill
this gap with an in-depth empirical assessment of cookie
injection attacks. We find that cookie-related vulnerabil-
ities are present in important sites (such as Google and
Bank of America). and can be made worse bv the im-

man-in-the-middle (MITM). However, there is no similar
measure to protect its integrity from the same adversary:
an HTTP response is allowed to set a secure cookie for
its domain. An adversary controlling a related domain
is also capable to disrupt a cookie’s integrity by making
use of the shared cookie scope. Even worse, there is an
asymmetry between cookie's read and write operations
involving pathing, enabling more subtle form of cookie
integrity violation.

The lack of cookie integrity is a known problem,
noted in the current specification [2]. However, the
real-world implications are under-appreciated. Although
the problem has been discussed by several previous re-
searchers [4, 5, 30, 32, 24, 23], none provided in-depth
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https://www.internetsociety.org/sites/default/files/blogs-media/forwarding-loop-attacks-content-delivery-networks.pdf

Forwarding-Loop Attacks in Content Delivery
Networks

Jianjun Chen*'*, Jian Jiang$, Xiaofeng Zheng*'!, Haixin Duan'*",
Jinjin Liang*"*, Kang Lil, Tao Wan**, Vern Paxson®¥,

*Department of Computer Science and Technology, Tsinghua University
TInstitute for Network Science and Cyberspace, Tsinghua University

Tsinghua National Laboratory for Information Science and Technology

{chenjjl3, zhengxfl2, liangjj09}@mails.tsinghua.edu.cn, duanhx@tsinghua.edu.cn
§University of California, Berkeley jiangjian@berkeley.edu
YInternational Computer Science Institute vern@icir.org
lIDepartment of Computer Science, University of Georgia kangli@cs.uga.edu
**Huawei Canada tao.wan@huawei.com

Abstract—We describe how can attack

the availability of Content Delivery Networks (CDNs) by creating
forwarding loops inside one CDN or across multiple CDNs. Such
forwarding loops cause one request to be processed repeatedly or
even indefinitely, resulting in undesired ion and

In this work we present “forwarding-loop™ attacks, which
allow malicious CDN customers to attack CDN availability
by creating looping requests within a single CDN or across
multiple CDNs. Forwarding-loop attacks allow attackers to

potential Denial-of-Service attacks. To the practicality

ively consume CDN resources by building up a large

of such forwarding-loop attacks, we examined 16 popular CDN
providers and found all of them are vulnerable to some form of
such attacks. While some CDNs appear to be aware of this threat
and have adopted specific forwarding-loop detection mechanisms,
we discovered that they can all be bypassed with new attack tech-
niques. Although lly simple, a prehensive defi
requires collaboration among all CDNs. Given that hurdle, we
also discuss other mitigations that individual CDN can implement
immediately. At a higher level, our work underscores the hazards
that can arise when a networked system provides users with
control over forwarding, particularly in a context that lacks a
single point of administrative control.

ber of req (or ) circling b CDN
nodes. The impact can become more severe in the (common)
case where kers can late DNS ds to d i

cally control a loop’s IP-level ;outing ona ﬁne-gninedl basis.

Although many CDN providers have internal mechanisms
(such as appending custom HTTP headers like CloudFlare's
CF-Connecting-IP [19]) to detect repeated requests when
they circle back, we find that an attacker can bypass such
defense mechanisms by using features offered by some
other CDNs to filter HTTP headers. Our experiments with
16 commercial CDNs show that all of them are vulnerable
to forwarding-loop attacks, even with their existing defense
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ulnerability Summary for CVE-2014-8639
Original release date: 01/14/2015
Last revised: 03/17/2015
Source: US-CERT/NIST
Overview

Mozilla Firefox before 35.0, Firefox ESR 31.x before 31.4, Thunderbird before 31.4, and SeaMonkey before 2.32 do not properly interpret Set-Cookie headers within responses that have a
407 (aka Proxy Authentication Required) status code, which allows remote HTTP proxy servers to conduct session fixation attacks by providing a cookie name that corresponds to the
session cookie of the origin server.

ulnerability Summary for CVE-2015-5841
Original release date: 09/18/2015
Last revised: 10/20/2015
Source: US-CERT/NIST
Overview

The CFNetwork Proxies component in Apple iOS before § does not properly handle a Set-Cookie header within a response to an HTTP CONNECT request, which allows remote proxy
servers to conduct cookie-injection attacks via a crafted response.

ulnerability Summary for CVE-2015-1229
QOriginal release date: 03/08/2015
Last revised: 03/16/2015
Source: US-CERT/NIST
Overview
net/http/proxy_client_socket.cc in Google Chrome before 41.0.2272.76 does not properly handle a 407 (aka Proxy Authentication Required) HTTP status code accompanied by a Set-

Cookie header, which allows remote proxy servers to conduct cookie-injection attacks via a crafted response.

ulnerability Summary for CVE-2015-5885
Original release date: 09/18/2015
Last revised: 10/16/2015
Source: US-CERT/NIST

Overview

The CFNetwork Cookies component in Apple iOS before 9 allows remote attackers to track users via vectors involving a cookie for a top-level domain.

ulnerability Summary for CVE-2015-5858
Original release date: 09/18/2015
Last revised: 10/13/2015
Source: US-CERT/NIST

Overview

The CFNetwork HTTPPratocol component in Apple iOS before 9 allows remote attackers to bypass the HSTS protection mechanism, and conseguently obtain sensitive information, via a
crafted URL.

® ® 77 Issue 431504 - chromium - & X

&« C | & https:

u

/bugs.chromium.org/p/chromium/issues/detail?

Status: Fixed Comment 37 by timwillis@google.com, Mar 3, 2015

Owner: luliatut. . @ChrOMIUM.OM | ahels: -reward-topanel reward-500 reward-unpaid

Closed: Jan 2015

Ce: timwillis@chromium.ord, congratulations - $500 for this report.
reh@chromium.org,
asankai@chromium.org Hotes from reward panel: It seems it's already possible to do cookie
rsleevif@chromium.org foreing for sites that are exclusively HTTPS with HSTS, you just

Components: Internals need a single HTTPF reguest to _any_ origin. This particular attack
Internals=MNetwork also reguires a non-default config. That said, the panel felt that
Internals=Network=Proxy because we made a change to this behavior and considering the

0s: Al severity of the issue, a reward of $500 was appropriate.
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https://bugs.chromium.org/p/chromium/issues/detail?id=522261

ece 18} 1ssue 522261 - chromiur %

C' | & https://code.google.com/p/chromium/issues/detail?id=522261

£ chromium

An open-source project to help move the web forward.

Project Home Downloads ~ Wiki | Issues Code Search

New issue | Search Open issues afur Search| Advanced search Search tips Subscriptions

Issue 522261: Measure percentage of cookies that are Secure and set/overwritten by HTTP URLs
2 people starred this issue and may be notified of changes.

Status: Fixed Reported by est...@chromium.crg, Aug 18, 2015

+ esl. @chromium.org N . .
Owmer: sst... @ chromium.ory As suggested in httos://www.usenix.org/conference/usenixsecurityl5/technical-sessions/presentation/zheng, we can investigate how
Closed: Aug 21 frequently HTTP URLS St or overwrite Secure cookies, with the hopes that it's sufficiently low that we might be able to disable this

Ce: mkwst@chromium.org =~ functionality.
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https://tools.ietf.org/html/draft-west-leave-secure-cookies-alone-05

[Docs] [txt|pdf] [Tracker] [Email] [Diffl)] [Diff2] [Hits]

Versions: 00 01 02 03 04 05 draft-ietf-httpbis-cookie-alone

HTTPbis M. West
Internet-Draft Google, Inc
Updates: 6265 (if approved) January 7, 2016

Intended status: Standards Track
Expires: July 10, 2016

Deprecate modification of 'secure' cookies from non-secure origins
draft-west-leave-secure-cookies-alone-05

Abstract

This document updates RFCEZ65 by removing the ability for a non-
secure origin to set cookies with a 'secure' flag, and to overwrite
cookies whose 'secure’ flag is set. This deprecation improves the
isolation between HTTP and HTTPS origins, and reduces the risk of
malicious interference.

5.2. Informative References

[COOKIE-INTEGRITY ]
zheng, ¥., Jiang, J., Liang, J., Duan, H., Chen, 5., Wan,
T., and N. Weaver, "Cookies Lack Integrity: Real-World
Implications”, n.d., <https://www.usenix.org/system/files/
conference/usenixsecuritvls/seclS-paper-zheng.pdf>.
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