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A system for automatically tailoring
Android applications’ permissions

BAI Xiao-long

(Department of Computer Science and Technology, Tsinghua University, Beijing 100084 ,China)

Abstract: Android uses the permission system to control application access. In the permission sys-
tem,applications have to declare relevant permissions before they access some system resources. To be
secure and trusted,applications should follow the principle of least privilege. However, in reality, many
applications do not follow this principle, which may bring security threats. To solve this problem, we de-
sign and implement a novel system for automatically tailoring Android applications’ permissions, called
PTailor. PTailor analyzes and modifies the Android application installation file (APK file) so as to make
it follow the principle of least privilege. Firstly,PTailor extracts the system API calls from the APK file
and gets the API’ s corresponding required permissions from a predefined API-to-permissions map. In
this way,PTailor can get the shortest permission list that this application really requires. PTailor uses
this permission list to match the application’s permission declaration file and removes those unused per-
missions. At last,the modified permission declaration file and the original code file are zipped to a new
APK file that follows the principle of least privilege without changing its structure and semantics. PTai-
lor is used to process 1246 Android applications in order to evaluate its performance. The experimental

results show that APK files can be processed in a short time and PTailor has little influence on most tai-
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